ICE'S DATA BREACH CASE STUDIES




Dell, a prominent computer manufacturer, grappled with a significant security dilemma following a
cyberattack that compromised data from around 49 million customers. The stolen information
encompasses individuals' names, postal addresses, as well as details related to Dell hardware and
orders, including service tags, item descriptions, order dates, and various warranty information.

WHAT HAPPENED:
A BREAKDOWN OF THE INCIDENTS

The threat actor Menelik, responsible for the attack, candidly revealed to TechCrunch the method
he used to extract a substantial amount of data from Dell without detection. By creating multiple
partner accounts within the Dell company portal, Menelik gained unauthorized access to customer
data through a brute-force attack. This type of attack involves the attacker systematically trying
numerous passwords or passphrases in an attempt to gain entry.

For almost three weeks, the hacker bombarded the page with over 5,000 requests per minute, all
while Dell remained oblivious. After amassing data from nearly 50 million requests, Menelik
reached out to Dell via multiple emails, alerting them to the security flaw. The hacker claimed it
took Dell nearly a week to address the issue. TechCrunch verified that Dell acknowledged receiving
the hacker's email regarding the vulnerability.
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DELL'S RESPONSE TO THE DATA BREACH

Dell holds the position of the third-largest PC vendor globally, trailing behind Lenovo and HP. The
impacted accounts make up only a minor segment of its user base. The company conveyed the
following message to the affected users:

"We are currently investigating an incident involving a Dell portal, which contains a database with
limited types of customer information related to purchases from Dell. We believe there is not a
significant risk to our customers given the type of information involved."

We reached out to Dell and a representative for the company provided us with this statement:

"Dell Technologies has a cybersecurity program designed to limit risk to our environments,
including those used by our customers and partners. Our program includes prompt assessment
and response to identified threats and risks. We recently identified an incident involving a Dell
portal with access to a database containing limited types of customer information including name,
physical address, and certain Dell hardware and order information. It did not include financial or
payment information, email address, telephone number or any highly sensitive customer data.

"Upon discovering this incident, we promptly implemented our incident response procedures,
applied containment measures, began investigating, and notified law enforcement. Our investigation
is supported by external forensic specialists. We continue to monitor the situation and take steps
to protect our customers’ information. Although we don't believe there is significant risk to our
customers given the type of information involved, we are taking proactive steps to notify them

as appropriate.”

IMPLICATIONS FOR YOUR PRIVACY AND SECURITY

There is no immediate aftermath following the data leak. Dell reassures its customers that the risk
is low as sensitive financial details, email addresses, and phone numbers were not compromised in
this breach. Nonetheless, the potential for phishing and more severe malware attacks remains.
Threat actors may attempt to distribute personalized letters containing infected drives, a method
observed previously.

It is probable that the data leak has already been traded on the dark web. The hacker advertised
the information for sale on the dark web before promptly removing it, a common tactic post
whole-database purchase. If you purchased Dell hardware between 2017 and 2024, exercise caution
regarding any correspondence purportedly from Dell, particularly requests for personal information.
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TO SAFEGUARD YOUR DATA, IMPLEMENT THE
FOLLOWING MEASURES.

In the wake of the cyberattack on Dell, consider taking several proactive steps to protect your
personal information:

1. Update your passwords:

While Dell assures that personal information such as phone numbers and email addresses remains
secure, it is recommended to update your Dell account password as a precautionary measure.
Utilizing a password manager to create and manage intricate passwords is a wise practice.

2. Prevent falling victim to phone scams disguised as tech support:

As hackers have obtained your data, they might attempt to contact you disguised as a Dell
employee. Always confirm the identity of any tech support personnel claiming to be from Dell.
Exercise caution with unexpected phone calls, refraining from sharing any personal information.

3. Exercise caution with mailbox communications:

Malicious individuals may attempt to deceive you via traditional mail as well. By obtaining your
address from the data breach, they could impersonate familiar individuals or reputable brands.
These scammers often exploit urgent situations like undelivered packages, account suspensions,
and security threats to manipulate unsuspecting targets.

4. Promptly report any suspicious activity:

To safeguard your Dell accounts and purchases, promptly report any suspicious activity. This could
involve unauthorized purchases, uncommon login attempts, or alterations to your account details.
Kindly notify us at security@dell.com.
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5. Keep a close eye on your accounts and transactions:

Regularly monitor your online accounts and transactions for any signs of suspicious or
unauthorized activity. Promptly report anything unusual to the service provider or authorities.
Additionally, assess your credit reports and scores to detect any indicators of identity theft or fraud.

6. Consider utilizing identity theft protection services:

Identity theft protection services have the capability to monitor sensitive personal data such as your
home title, Social Security Number (SSN), phone number, and email address. They will promptly
notify you if any of this information is used to initiate an account. Additionally, these services can aid
you in freezing your bank and credit card accounts to prevent any further unauthorized activity by
malicious individuals. Explore my recommendations and top choices for safeguarding yourself
against identity theft.

7. Consider investing in services that specialize in personal data removal:

Although no service can promise total data removal from the internet, employing a removal
service can aid individuals in overseeing and automating the deletion of their personal information
from multiple sites gradually. Explore my top picks for removal services here.

ESSENTIAL INSIGHTS

Dell's recent data breach has exposed a glaring gap in the computer maker's security measures.
The prolonged presence of the attackers within the network raises significant concerns. Given Dell's
pivotal role in delivering essential hardware, software, backup, and recovery solutions for critical
infrastructure, a comprehensive examination of its code and supply chain to detect any signs of
interference becomes imperative. Collaborating with law enforcement and third-party security
specialists to probe the incident marks a positive stride forward.
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Protecting your business from becoming the next news headline!

ICE Consulting has served as a Managed Cybersecurity Provider for more than 26 years.

Our expertise lies in enhancing businesses’ security stance and delivering a range of cybersecurity
services including:

1. Security Operation as a Service (24x7 real time cyber threat monitoring and
response services)

Incident Response Planning

Security & Network Vulnerability Scans

Penetration testing

Cybersecurity Training
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As data breaches reach record levels and show no signs of slowing down, it's crucial for every
business to regularly evaluate its security stance for weaknesses. We offer this service at no
charge to businesses. Reach out today to discover more about this process.

ICE Consulting, Inc
# Managed Cybersecurity Provider
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